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OSINT

United States Department of Defense defines the Open

Source Intelligence (OSINT) as “The intelligence discipline

that pertains to intelligence produced from publicly available

information that is collected, exploited, and disseminated in

a timely manner to an appropriate audience for the purpose

of addressing a specific intelligence and information

requirement”.



BIG DATA

Big data means large and heterogeneous

datasets obtained from web and local systems.



OPINION MINING

 OSINT is also strictly related to Opinion

Mining (also known as Sentiment

Analysis), a discipline aiming at

retrieving the opinion of a subject

from web contents, reaching also the

reputation analysis scope.



OPINION MINING SYSTEM
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STEPS:

 Target Definition (1)

 OSINT Extraction (2)
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After choosing a keyword/phrase (1), a 
crawler extracts contents related to 
the user input from OSINT data (2).

Sentiment Analysis (3) examines the 
polarity of the filtered data extracted 
thanks to the use of a Sentimental 
Thesaurus, associating a polarity 
(negative, neutral, positive) for each 
term of the extracted excerpts, 
determining the Score (4).



AIN APPROACH

ADJECTIVES (A), INTENSIFIERS (I) and NEGATIONS (N)

Rif. Social Opinion Mining : an approach for Italian language

FiCloud 2015 The 3rd International Conference on Future Internet of Things 

and Cloud - Workshop: The 2nd International Workshop on Social Networks 

Analysis, Management and Security (SNAMS 2015), At Roma
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THE CASE STUDY

 An interesting innovative solution for Reputation

analysis on OSINT data of Public Administrations

 We think that this application could improve the

service quality level of public administrations, as it

referred to people opinions of the web. It can be

also useful to obtain the reputation score

about a person, an office, a project, subject,

theme of Public Administration realizing an

indirect customer satisfaction system.

 The integration with public opinions of websites,

blogs and social networks gives relevancy,

accuracy and quality to this kind of tools.



HOW THE SYSTEM WORKS
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CONCLUSION & FUTURE WORKS

It is possible to integrate the reputation analysis to the data of reporting 

application (as the App “Comunicamelo.it” of “Comune di Erice”). 
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