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Understand Enterprise and
A U tO m at| on requirements

Enterprise - On everage there’s a
Business . - ratio of 15:1 comparing the number of
: -; . INDUSTRIAL to ENTERPRISE

DEVICES

Convergence

Over 50% of R S/ JIT T e BFS 48% of industrial devices

Ethernet connections P ) Qe Sates, " B DO NOT use
in a PLANT are THINGS = T an INDUSTRIAL PROTOCOL

Industrial Plantwide Systems Bar Code Readers, Printers, Phones, Video, RFID

Standard Internet Protocol — IP Network Combine Internet and Industrial Protocols
Routing protocols — WAN Switching — LAN
High availability — Redundant star High availability — Ring
Determinism, Latency, Jitter — sec/msec Determinism, Latency, Jitter — even > msec
Applications - Voice, Video, and Data Applications 1/0 Control, Motion, Safety, and Sync.
IP Addressing — dynamic IP Addressing — static
Security — pervasive Security — emerging
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Ethen\'et/IP is an industrial Protocol ...

... compatibles at all levels with the standards OSI Model

Common Industrial Protocol (CIP)
CIP Moti CIP
ooy I i SR NSRS [ S [
oexists
with others
Standard
Protocols

TCP - UDP b ut
Combine Internet and Industrial Protocols

Internet Protocol

éeLoauyr?trir?) NoOt all industrial Ethernet Networks are equal

pata Link (Layer 2) ... many have been modified
Switching the Internet Suilte for real-time

. control ... and some also the media
access layers
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‘The Internet Protocol

.. is the Standard that enables the IOE in the manufacturing

. EthenVet/IP
fully compliant
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with the Internet Protocol suite

EtherNet/IP and CIP are managed by

O D ng ™
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1T / OT Switching
Similarities and Differences

e

_J‘|.| &

= OT Switches:

= Industrial Cabinet _
- Panel or DIN mount ' *®-4=-
= Managed or unmanaged

= |T Switches:
= Data Center
= 19" rack mount

e
CISCO.

. Managed
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From BUSINESS

Standard =l ot Demilitarized Zone
Internet = —n (DMZ)
Protocols

TIIIr
Wide Area Network (WAN)
CISCO mn“rr Physical or Vifualized Sanvers .
» ERP, Email Enferprise WLC
* Actree Direclory (ALY, AAA — Hadius - —
= Cal Manager

Enterprise Zone
Levelsdand 5

Industrial
Physical or Virtealized Semvers I : Demilitarized Zone

tO + Patch Managament (IDMZ) Level 3.5

+ Remote Gateway Senvices BLaclion Flant Firevall.
= Applicaficn Mirror =] o Inter-zone trathe seqmeantalion

« AV Server : = * ACLs, IPS and DS

- s WPH Saervices
O five « Partal and Terminal Sandar proxy
Physical or Virtualized Servers Industrial WLC Industrial Zone

= FactoryTalk Application Servers & Senices Platform Site Operations and Control

= Call Manager
Metwork Services - e.g. DNS, AD, DHCP, AAA Level 3

Floor e o2, o A, DHCP,
Slorage Array
' CelllArea Zones
Convergence ,h‘__ _— oo R 245 oz ssi [ovein 0.

Work Group C_?A BYOD
I d . | Bridge {WGB] Guest Access to Infernet
naustria CelliAren Zong F“m' — = 2 415 GHz SSID4
5 GHz 5511 = Trusted Pariner
Protocols EEEEEEEEERNER . BYOD

Entarprise fona Info
2.45%5 GHz 55103

ROCIme" i - * Plant Personne!
Automation
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Secure Network Infrastructure POrtfolio

Plant-Wide = For small to complex networks

Optimization

OpiEzD e Cparaton of = Monitor and control distributed devices
= Plant floor and enterprise integration

Stratix 5410 . ; T
Distribution Switch Stratix 5950 L ml| ‘3o,

ym Firewall o ‘Stratix 5900
ASA 300 based (§iH

Stratix 5400 S
Layer 2, Layer 3 Stratix 5100
— .. Wireless

ETAPs
‘a . - 8 | { d and
Layer 2, Layer 3 ' 2@ : -

Machine Builder
Performance
Optimize the
Effectivenass of Machine
Bun‘d[ng

r. .‘.1

Stratix 2000
Unmanaged




Secured IT-OT CONVERGENCE

Transactional information: orders, supply network, product design ...

ERP FINANCIALS HR LOGISTICS QUALITY WAREHOUSE

T
] &t COMMON SECURE Roclwell

c1sco NETWORK INFRASTRUCTURE ~ Automation

~OT

Real-time data: alarms, events, states, energy, diagnostics, ...

INDUSTRIAL PLCS & MATERIAL & MACHINES & SHOP FLOOR PRINTERS &
“THINGS” SCANNERS TRANSPORT TESTERS PERSONNEL LABEL SERVICES




Collaborating to Meet IoT Challenges

INFORMATION @ tat omacL e =l Microsoft
I'T—
NI &k COMMON SECURE Roclwell

TECHNOLOGY

c1sco NETWORK INFRASTRUCTURE ~ Automation

OPERATIONS
TECHNOLOGY

Standards and Industry Initiatives




THE CONNECTED ENTERPRISE
INTEGRATED CONTROI__ AND INFORMATION

Enterprise Optimization
Business

Management

Quélity & Operations

Production
Management

Engineer

Information Aggregation =" == CD
and Analytics - e Nl

Network Infrastructure
Operations

Multi-disciplined

Control o
Engineering

Intelligent Assets
Maintenance

Common secure network infrastructure

Contextualized data




The Connected Enterprise
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The Connected Enterprise Enablers

INDUSTRIJAL
Internet of Things

» Machine to machine coordination — high speed An alyt| CS
 Mission critical assets — safety
* Integrated Control and Information

Cloud

Mobility

ﬁ % Smart Things
: @ Security

Productivity investment




of MANUFACTURERS said they
will mlgr,ate to hybrid clouds within

52%

‘_ﬁ

“ _

.ﬁ-

e

2 Years

~ Cloud traffic
will increase

sixfold

over next 5 yrs
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Real-time Visibility to RemoteAssets

Analytics

66

Alarms  Process History  Reports
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Remote Monitoring Services

20 Cost Of |
Unscheduled Down Time

8% 21% 47% . 16%
Is spent figuring out Is spent diagnosing Is finding the resources ) \ of the time before the fixing
f there is a real problem the problem to fix the problem o even starts

REMOTE MONITORING & DIAGNOSTIC solution that help resolve issues faster,

eliminate unneeded maintenance activity, and get you back up and running faster!




of World’s data of data will come '
QO et niee 4OV fomcereos b More new data generated in 2012
2 years 2020 than in prior 5000 years

Information @ §Management

and ANALYTICS

4.4M |i||n||n|’i| 1 5 % gf?r?nﬁi?r? ?e'fhiiévg'yidb?ﬁﬁe“;ef; Exab yt es
J O B S Manufacturing generates

more DATA

Prediction: By 2017, 4.4 million jobs @ Extreme @ Socially @ New than any other sector.
will be created around DATA. data mediated  connected MCKINSEY & COMPANY

content devices
GARTNER




Transform Data into Decision Making

COLLECT AGGREGATE VISUALIZE

Enterprise
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Mobility Is Inevitable

» Stb‘ Amount of Manufacturing B 2_016
_,.
-

APPS

111 Apps downloaded

data viewed on a mobile
in 2014 & Y

-

L device in the last year.

6 30/ of businesses permit employees to
O “BRING THEIR OWN DEVICES”
Source: Manufacturing Enterprise Communications Research Services, June 2012
] e 8
858 A0
Y

46% OF BUSINESSES

govern devices on the
corporate network

Manufacturing Enterprise

D ™ Communications Research
= S Services, June 2012
- ~

was spent on Global
Cyber Security in 2011

Price Waterhouse Coopers LLP, Nov 2011

60()/ OF INFORMATION
O WORKERS
will interact with content
applications via a mobile
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Smart Things

Building better Machines for production Optimization

FactoryTalk
View ME
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Converge to a Common Security Model

... using a Logical Framework for Strong Segmentation

",

Enterprise Matwork

Enterprise
Zone

E-Mail, Intranst, ete.
Terrminal Patch Managernent AN
gﬁewimﬁ g g Server
Application Mirror Web Services Operations Application
o g

FactoryTalk Factony Talk Engineering  Domain Controlle - -
o Application  "pL Workstation B - Manufacturing
L | g, Yy . . . - .
EVEl 2 Server Site Manufacturing Operations and 7
Control one

Area Supsrvisony

FactonyTalk | FactoryTalk | Ml oot
Level 2 S —— = —
Operator Enginesring Dperator
Workstation

Interface Interface

Basic Contral

: : Continuous
Level 1 Batch Discrete Contral Crive Control Safety
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